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Abstract

RFID technology and its applications have recently spread across many
aspects of our daily life. The low cost of the tag is one of the important factors to
their proliferation, which of course restricts storage and computation capabilities on
tags. This implies the importance of designing a secure and efficient light-weight
authentication protocol to resist all feasible attacks using only low cost primitives.
Most of the existing light-weight RFID authentication protocols based their designs
on expensive primitives which is beyond tags capabilities in order to gain more
security. HB family lightweight authentication protocols have gained most attention
in the past few years among other lightweight protocols due to its broad spectrum of
application in low-cost pervasive devices. Most of HB variants are vulnerable to a
GRS man-in-the-middle attack.

In this thesis, a new and secure variant of HB family protocols named HB-
MP* is proposed and designed, using the techniques of random rotation. Then, the
security of the proposed protocol is proven using formal proofs. After that, a
prototype of the protocol is conducted to check its applicability, test the security in
implementation and to compare its performance with the most related protocol. The
HB-MP* protocol is found secure against passive and active adversaries and is
implementable within the tight resource constraints of today’s EPC-type RFID tags.
Accordingly, HB-MP* protocol provides higher security than previous HB-like
protocols without sacrificing performance.



