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Abstract

In recent years, mobile applications play a significant role in our daily life. Also, there
are different security challenges occurring in these applications. As the use of mobile
applications in almost every field, it makes necessary to conduct in-depth research on
application security. In this regard, this thesis proposes a framework to enhance the
security of a mobile application. This framework includes data and application layers
in both i0S and Android platforms, and provides basic standards that developers
should use to protect these applications from security vulnerability. Finally, two open

source applications are used to validate the framework.



